Introduction {#Sec1}
============

Bilinear groups have been used to design countless cryptographic protocols, some of them with no equivalent in other settings. In particular, such groups have been very useful to design non-interactive zero-knowledge (NIZK) proofs in the common reference string (CRS) model. The first works to realize that pairings allowed for the construction of efficient NIZK proofs were \[[@CR5], [@CR17], [@CR19], [@CR20]\], culminating in the work of Groth--Sahai \[[@CR21]\]. The latter presents a NIZK proof system for satisfiability of most types of linear and quadratic equation in bilinear groups, in the CRS model and under standard, constant size and weak assumptions. Groth--Sahai proofs are one of the fundamental building blocks in pairing-based cryptography, with well-known applications as anonymous credentials \[[@CR13]\], e-Cash \[[@CR3]\], ring-signatures \[[@CR8]\], shuffles \[[@CR18]\], signatures of knowledge \[[@CR4]\], and tight CCA encryption \[[@CR22]\].

Groth--Sahai proofs follow the usual commit-and-prove paradigm: first, the prover commits to the solution of the equation, and then produces a "proof" formed of some group elements, which the verifier uses together with the commitments to get convinced of the satisfiability of the equation. The commit-and-prove framework is used implicitly in the original work of Groth and Sahai \[[@CR21]\], and formalized explicitly in \[[@CR10], [@CR13]\]. In this view, a NIZK proof proves some property of a committed value, and many different statements about a single committed value can be proven.[1](#Fn1){ref-type="fn"} This formalization is also a conceptually cleaner approach. It allows to differentiate clearly between the "commit" and the "proof" part among all the elements computed by the prover. In this work we also make the separation between commitment and proof, so when we discuss proof sizes we refer exclusively to the latter part.

For many equation types, the Groth--Sahai proof system is still the state of the art. Few improvements are known, like the general techniques to replace dual mode commitments by ElGamal ciphertexts \[[@CR10]\], aggregation of many Groth--Sahai proofs \[[@CR16], [@CR24]\], which are of limited applicability, or some techniques to encode partial satisfiability \[[@CR30]\].

A notable exception are quasi-adaptive NIZK (QA-NIZK) arguments of membership in linear spaces over a source group \[[@CR24], [@CR26], [@CR27]\], introduced by Jutla--Roy \[[@CR23]\], which allow to prove satisfiability of linear equations. More precisely, let $\documentclass[12pt]{minimal}
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                \begin{document}$$e:\mathbb {G}_1\times \mathbb {G}_2\rightarrow \mathbb {G}_T$$\end{document}$ be an asymmetric bilinear group equipped with a pairing. We use implicit notation as in \[[@CR12]\], where $\documentclass[12pt]{minimal}
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                \begin{document}$$[\varvec{y}]_1 \in \mathbb {G}_1^{n}$$\end{document}$ denotes a vector $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathcal {P}$$\end{document}$ a generator of $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbb {G}_1$$\end{document}$. Such QA-NIZK arguments allow to prove that a vector $\documentclass[12pt]{minimal}
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                \begin{document}$$\varvec{y}=\mathbf {{M}} \varvec{w}$$\end{document}$, for some public matrix $\documentclass[12pt]{minimal}
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                \begin{document}$$[\mathbf {{M}}]_1 \in \mathbb {G}_1^{n \times t}$$\end{document}$. These arguments are extremely efficient: under an assumption weaker than DDH, their size is only 1 group element, for most distributions of $\documentclass[12pt]{minimal}
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                \begin{document}$$[\mathbf {{M}}]_1$$\end{document}$.[2](#Fn2){ref-type="fn"} The same statement proven with Groth--Sahai proofs requires *O*(*t*) elements for committing to $\documentclass[12pt]{minimal}
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                \begin{document}$$\varvec{w}$$\end{document}$ and *O*(*n*) elements to prove that $\documentclass[12pt]{minimal}
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                \begin{document}$$\varvec{y}$$\end{document}$ is of this form.

Because of their efficiency, these arguments have many applications, for instance to different flavors of identity-based encryption \[[@CR23]\] or group signatures \[[@CR28]\]. These arguments also have a close relation to structure-preserving signatures \[[@CR1], [@CR2], [@CR25]\]. Membership in linear spaces naturally encodes statements about ciphertexts and commitments: for example, two ElGamal ciphertexts (or more generally, any 'algebraic' commitment scheme, like Pedersen or Groth--Sahai commitments) encrypt the same message if their difference is in a certain linear space dependent of the public key. More generally, QA-NIZK arguments allow to aggregate proof easily: proving that two vectors of ElGamal commitments open pairwise to the same value requires only one group element, using the constructions of Kiltz-Wee \[[@CR26]\], and the security relies on Kernel assumptions \[[@CR29]\]. On the other hand, with the Groth--Sahai proof system, this requires two elements of each group $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbb {G}_1,\mathbb {G}_2$$\end{document}$ for each pair of ciphertexts.

In this paper, we consider the problem of proving that two commitments, one in $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbb {G}_2$$\end{document}$, open to the same value. This statement appears naturally when one wants to prove quadratic relations in asymmetric bilinear groups. Indeed, suppose that we want to prove that a commitment opens to a bit, that is, that the opening of some commitments satisfies the quadratic equation $\documentclass[12pt]{minimal}
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                \begin{document}$$X(X-1)=0$$\end{document}$. This often appears as part of a larger proof, for example in ring signatures \[[@CR8], [@CR14], [@CR15]\], e-voting \[[@CR7]\] or range proofs \[[@CR6]\]. To prove that a commitment opens to a bit, Groth--Sahai proofs proceed as follows: Rewrite the equation as $\documentclass[12pt]{minimal}
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                \begin{document}$$[d]_2=\mathsf {Com}(y;s)$$\end{document}$.Prove satisfiability of the equation $\documentclass[12pt]{minimal}
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                \begin{document}$$X(Y-1)=0$$\end{document}$ using the commitments *c*, *d* and providing some additional proof elements.Prove that the commitments *c*, *d* open to the same value.

We note that step 4 is proving the linear equation $\documentclass[12pt]{minimal}
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                \begin{document}$$X=Y$$\end{document}$. Informally, the idea is that step 3 is a quadratic check which requires commitments in different groups, and step 4 makes sure there is some consistency between these values. Formally, the need for it arises from the fact that Groth--Sahai proofs work for disjoint sets of variables in $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathbb {G}_1$$\end{document}$ and $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathbb {G}_2$$\end{document}$.

This is one of the main techniques for proving quadratic equations in $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbb {Z}_p$$\end{document}$ in bilinear groups (in the CRS model and under standard assumptions), and any efficiency improvement in the same opening step (4) would have a direct impact on the overall efficiency. We note that there is another construction, introduced very recently in \[[@CR9]\], that proves that a commitment over $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbb {G}_1$$\end{document}$ opens to either 0 or 1. Their approach consists of using a pairing to compile interactive arguments into non-interactive ones, and they manage to prove that a commitment opens to a bit with 7 group elements. For comparison, the Groth--Sahai approach requires 10 group elements using our approach. Groth--Sahai proofs still seem better for proving that *n* commitments to a bit: in \[[@CR9]\] the proof scales linearly, whereas if we use the aggregated version of our scheme, *n* proofs require $\documentclass[12pt]{minimal}
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Our Results {#Sec2}
-----------

To the best of our knowledge, there are two ways of proving step 4. One is to use standard Groth--Sahai proofs, which requires 2 group elements in each of $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbb {G}_2$$\end{document}$. The alternative is to use QA-NIZK arguments of membership in linear spaces. However, because the statement is split between $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbb {G}_2$$\end{document}$, we need to resort to arguments of membership in bilateral spaces, which show, for two vectors $\documentclass[12pt]{minimal}
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                \begin{document}$$[\varvec{x}]_1,[\varvec{y}]_2$$\end{document}$, and some matrices $\documentclass[12pt]{minimal}
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                \begin{document}$$\varvec{y}=\mathbf {{N}}\varvec{w}$$\end{document}$. These were constructed by González et al. \[[@CR16]\] under some computational assumption in bilinear groups.[3](#Fn3){ref-type="fn"} However, this does not improve step (4) over the cost of Groth--Sahai proofs. The proof of González et al. only improves on the state of the art for the aggregated case, namely to show that *n* pairs of commitments open (pairwise) to the same value with a proof made of 2 elements in $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbb {G}_2$$\end{document}$, independent of *n*. However, this is not an improvement for a single pair of commitments.

Noticing the gap between one element for one-sided proofs and four elements for bilateral proofs, a natural question is how much we can reduce the proof size in the bilateral case. In this paper, we give a construction which reduces the proof size of \[[@CR16]\] to three elements, while maintaining the same computational assumption in the soundness proof.

We note that this is the first concrete improvement for step (4) since the publication of the work of Groth--Sahai. Our result is a sophisticated combination of the techniques of Kiltz--Wee \[[@CR26]\] and González et al. \[[@CR16]\]. Additionally, we argue that our constructions are optimal, by showing that any two-element proof is vulnerable to a simple attack.

Our Techniques {#Sec3}
--------------

We briefly review the linear space membership proof of Kiltz--Wee \[[@CR26]\]. Their core idea is a clever translation to the bilinear group setting of a hash proof system, which is essentially a NIZK proof in the symmetric key setting. Given a matrix $\documentclass[12pt]{minimal}
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                \begin{document}$$[\mathbf {{M}}^\top \mathbf {{K}}]_1$$\end{document}$ is published in the CRS. The prover sends $\documentclass[12pt]{minimal}
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                \begin{document}$$[\varvec{\pi }]_1=\varvec{w}^\top [\mathbf {{M}}^\top \mathbf {{K}}]_1$$\end{document}$, and the verifier checks thatIntuitively, the proof is sound because if $\documentclass[12pt]{minimal}
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Kiltz--Wee take this idea and remove the need for a shared secret key by using a bilinear group. Now the CRS includes $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbf {{K}}$$\end{document}$ without revealing it, the goal being that the verifier can use these elements to verify without needing to know $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbf {{A}}$$\end{document}$, the assumption is believed to hold starting at $\documentclass[12pt]{minimal}
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                \begin{document}$$k=1$$\end{document}$, so in this case we have that the proof is formed of 2 group elements.

However, this can be taken one step further. Assuming that the distribution of $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
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We now consider the natural generalization of this approach to bilateral proofs, as developed by González et al. \[[@CR16]\].[4](#Fn4){ref-type="fn"} Consider the following language:$$\documentclass[12pt]{minimal}
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We stress that our modified formalization is due to the intricacies of the soundness reduction, and has no actual impact in most applications. This is because, as we have seen in the proof of $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$X(X-1)=0$$\end{document}$ above, the commitment in $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathbb {G}_2$$\end{document}$ is a byproduct of the proof, and thus can be seen as part of it, while the 'meaningful' statement is about the commitment in $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathbb {G}_1$$\end{document}$.

Interestingly, our trick of reusing $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\theta $$\end{document}$ does not work for both sides, and in fact in Sect. [5](#Sec11){ref-type="sec"} we show an attack for any two-element proof of this form. We argue that the general form of any proof of bilateral same opening consisting of only two elements must have a verification equations that looks essentially like Eq. ([1](#Equ1){ref-type=""}) above, but with $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\pi ,\theta $$\end{document}$ scalars instead of vectors; then we show a simple algebraic attack that exploits the two-sided nature of the proof.
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Quasi-Adaptive Non-interactive Zero-Knowledge Proofs {#Sec5}
----------------------------------------------------
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We will prove that our schemes have *F*-knowledge soundness, which we define in the context of witness sampleable distributions. Intuitively, *F*-knowledge means that, with access to some extraction key, it is possible to extract a function *F* of the witness from the statement and the proof. We note that our definition differs from the definition in \[[@CR10]\], as we give the extraction key generator access to the witness $\documentclass[12pt]{minimal}
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We also define a stronger notion of zero-knowledge, called composable zero-knowledge \[[@CR17]\]. Essentially, this means that real and simulated proofs are indistinguishable even when the simulation trapdoor is known. More formally, a scheme is composable zero-knowledge if there exists a PPT simulator $\documentclass[12pt]{minimal}
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Assumptions {#Sec6}
-----------

### Definition 1 {#FPar1}
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Additionally, we will be using the following family of computational assumptions:
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**Assumption 3(Split Kernel Diffie-Hellman Assumption** \[[@CR16]\]**).** For all non-uniform PPT adversaries $\documentclass[12pt]{minimal}
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*Note on Dimensions.* For this scheme to work and be secure, we require some relations between the dimensions of the different elements involved.
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Theorem 4 {#FPar8}
---------

The above proof system is composable zero-knowledge, with simulation trapdoor $\documentclass[12pt]{minimal}
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The proof is completely analogous to the proof of Theorem [2](#FPar4){ref-type="sec"}.

Optimality of Our Constructions {#Sec12}
===============================

We argue that our constructions are optimal in terms of proof size, at least based on this general strategy of commit-and-prove schemes, and where the prover is limited to linear algebraic operations on the group elements, and verification is a pairing equation. To the best of our knowledge, this is the approach that is always taken in the literature. We prove optimality by arguing that any such proof formed of two elements (plus the commitments) is vulnerable to an attack.
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Then the general verification equation of such a proof looks like this:$$\documentclass[12pt]{minimal}
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This leaves us with the Eq. ([12](#Equ12){ref-type=""}) above. We now observe a very simple attack on any scheme with a verification equation like this. We set$$\documentclass[12pt]{minimal}
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One could also consider one-sided two-element proofs, i.e., of the form $\documentclass[12pt]{minimal}
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In contrast, if one thinks of Groth--Sahai proofs as NIZK proofs of satisfiability of quadratic equations, formally commitments cannot be reused across proofs.
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Standard QA-NIZK arguments can be proven sound under Kernel Matrix Diffie-Hellman Assumptions (KerMDH) \[[@CR29]\], and bilateral arguments can be proven sound under Split KerMDH, a natural generalization to bilinear groups. In its weakest and most efficient instatiation, KerMDH is weaker than DDH, and SKerMDH is weaker than 2-Lin.

The actual construction requires some masking terms to ensure zero-knowledge, but we omit these for simplicity of the presentation.
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